THE DEPUTY UNDER SECRETARY. OF THE NAVY
WASHINGTON DC 20350-1000

November 15, 2012

MEMORANDUM FOR DIRECTOR, INFORMATION SECURITY
OVERSIGHT OFFICE

SUBJECT: FY-12 Information Security Program Data Report (SF 311)
The Department of the Navy (DON) completed the annual Information Security
Program Data Report using the Standard Form 311. The consolidated report is attached.

My point of contact for this matter is Mrs. Kate Fuster, 703-601-0543, or email at
kate.fuster@navy.mil.

obert Martihage

Attachmenis:
As stated



The 5F 311 form s currently under revis:on  When the revision i3 complete. it will appear the same as this

attachment. For FY 2012, pleasa usae this asitachment 1o respond.  The only part that has changed is Part E

AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA
{Submissions must be unciassified and reach the Information Security Oversight Office (ISOO) nio later than November 15 following the reporting period.)

: PART A: Tdentifying Information
1. Enter the Fiseal Year that this report covers. I 1. 2012
2, ldentify the Department, Independent agency, or Establishment that is 2.
covered by this report. Department of the Navy
3. Enter the name, title, address, phone, fax, and e-mail address of the Senior 5 Wendy Kay, DUSN PPORI, iy kay1@ i,

:::::y Official (as defined in E.Q. 13526, section 5.4(d)) responsible for this (703) 601-0478 201 12th St South Arlington, VA 22202

4. Enter the name, title, phone, fax, and ¢-mail address for the point-of-contact | 4. .
: : . ; Kate Fuster, Head Classification Management, 703-601-0543,
msﬂoﬂslhk for ANSWENNE guesbons about this report. Kar'e'mwmlma‘ 12th St South Aliw' VA 22202

PART B: Officials with Original Classification Authority

5. Enter the oumber of agency officials whose highest level of original classification authority is TOP SECRET. 5 B2
6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 6. 34
7. Enter the number of agency officials whose highest level of original classification authority is CONFIDENTIAL. 7. 0

8. Totsl number of officials with original classification authority. {Sum of blocks 5,6, & 7) 8. 86

PART C: Original Classification Decisions
Original classification is an initial determination that the information to be classified has not been previously classified by any other authority. It also
meets the following conditions: (1) it was classified by an original classification authority; (2) the information is owned by or for, or is under the
control of the United Siates Government; (3) it fails into at least one of the categories from section 1.4 of E.O. 13526; and (4) unauthorized disclosure
w&mﬂthmeww&mmﬁy (Provide information on all original classification decisions, regardless of
those documented and disseminated via e-mail. Do not count reproductions or copies.)

9. Enter the number of original TOP SECRET classification decisions made during the reporiing period with 9. 0
declassification instructions of 10 years or less.

10. Enter the number of original TOP SECRET classification decisions made during the reporting period with 10.
declassification instructions ranging from over 10 years to 25 years. 4
1. Total number of TOP SECRET original classification decisions, (Sum of blocks 9 & 10). 11, 4
{2. Enter the number of original SECRET classification decisions made during the reporting period with declassification 12. 0
instructions of 10 years or less.

13, Enter the number of original SECRET classification decisions made during the reporting period with declassification 13. 4438
instructions ranging from gver 10 years to 25 years.

14. Total number of SECRET original classification decisions. {Sum of blocks 12 & 13) 14 4438
15, Enter the nummber of original CONFIDENTIAL classification decisions made during the reporting period with 15 0
declassification instructions of 10 vears or less,

16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 16. 516
declassification instructions ranging from over 10 vears to 25 years.

i7. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 & 16) 17. 516
18. Total number of original classification decisions. (Sum of blocks 11, 14, & 17) 18. 4958

PART D: Derivative Classification Decisions
mnwmechﬁﬁmmhmmmmmwmdhuhmmmmhhmwﬂd This includes

classification based on classification guides or other source documents. (Provide information on all classification decisions, regardless of the media,
| including those documented and disseminated via e-mail. Do not count reproductions or copies.)

19. Enter the number of derivative TOP SECRET classification decisions made during the reporting period. 19.° 19720
20. Enter the number of derivative SECRET classification decisions made during the reporting period. 20. 720542
21. Enter the number of derivative CONFIDENTIAL classification decisions made during the reporting period. 2l. 852537
22. Total number of derivative classification decisions. (Sum of blocks 19, 20, & 21) 22. 1592799

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 311 (REV )
Previous edition is unusable Prescribed by NARA/ISOO
32CFR 2001 E.O. 13526



PART E: Mandatory Declassification Review Requests and Appenls

A “Request” is an individual initial review request or appeal, regardless of the number of documents or pages to be reviewed as part of the request.

For blocks 23-30, report only requests and appeals in which your ageney is Mmmmm _

23. Enter the number of requests received during the reporting period.
24. Enter the number of requests closed during the reporting period. 24, 1 12
25, Enter the number of requests that have been unresalved for over one vear. 25, 2
26, Enter the average number of days to resolve each request. 26. 450
27. Enter the number of appeals teceived during the reporting period. 27. 0
28. Enter the number of appeals closed during the reporting period. 28. 0
29. Enter the number of appeals that have been naresolved for over one year, 29, 0
30. Enter the average number of days {o resolve each appeal, 30.
For blocks 31-32, report the number of requests and appeals that were referred to your ageacy, and the referring agency is
responsible for the final release, :
31. Enter the number of referved requesis received during the reporting period. 3. 145
12. Enter the number of referred appeals received during the reporting period. { 32. 62
PART ¥: Mandatory Declassification Review Decisions in Pages
Count only those pages documented in blocks 23-30 above.
33. Enter the number of requested pages that were declassified i full. 3. 10491
34, Enter the number of requested pages that were declassified in part. 34. 80
35. Enter the number of requesied pages that were denied declassification. 35, 1411
36. Total number of requested pages acted on. (Sum of hlocks 33, 34, & 33) 36. 11982
37. Enter the number of appenled pages that were declassified in full, 37. 0
38. Enter the number of appealed pages that were declassificd in pari. 38. 0
39. Enter the number of appesied pages that were denied declassification. M. 8
40. Total number of appealed pages acted on. (Sum of biocks 37, 38, & 319) 40, 8
PART G: Automatic, Systematic, and Discretionary Declassification Reviews
41. Enter the number of pages reviewed that were subject to automatic declassification under section 3.3 of E.O, 13526. 41. 22580186
42, Enter the number of pages declassified under automatic declassification. 42. 1414471
43. Enter the nuinber of pages reviewed that were subject to systematic declassification under section 3.4 of E.O. 13526, 43, 201
44, Enter the number of pages declassified under systematic declassification. 4. 52
45. Enter the number of pages reviewed that were subject to discretionary declassifieation under section 3.1 of E.0. 13526, | 45. 6
46, Enter the number of pages declassified under diseretionary declassification. 46. 2
PART H: lnternal Agency Oversight
47. Enter the number of se_ll‘-inspeetions conducted by your agency, covering any aspect of the security classification 47, 2
|_program, during the reporting period.
48, I?n!cr the numher_ of cha{lenga pmcew:fl by your agency to the classification of information believed to be improperly 48 0
classified or unclassified. (E.O. 13526, section 1.8)
49. Enter the number of challenges where the classification status was fully affirmed. 49, 0
0. Enier the number of challenges where the classification status was overturned in whole or in part. 50. 0
| 51. Enter the number of seeurity ciassification guides created by your agency and currently in use. 51, “+§ 877
NATIONAL ARCHIVES AND RECORDS ADMMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION ST J\Nl"lMil) FORM 311 (REV )

Previous edition is unusable

Prescribed by NARA/ISOO
J2ICFR2001 E.O. 13526
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR, LOCAL REFRODUCTION STANDARIVFORM 311 (REV )
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AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA

{Submissions must be unclassified and reach the Information Security Oversight Office (ISO0) no later than November 15 following the reporting period.)

PART A: ldentifving Information

1. Enter the Fiscal Year that this report covers. l 1. 2013
2. ldentify the Department, Independent agency, or Establishment that is Z
covered by this report. Department of the Navy (DON)
3. Enter the name, title, address, phone, fax, and c-mail address of the Senjor 3
A Official {as defined in E.O. 26. secti v :sponsi or this
,cgf::y RN L Lo petem e o e iiie: §.. Mariinage, DUSK PPOL, 1060 Navy Pentagon, Rm 4E572, WASHDC
FEpaIL. 20350- 1000, Phsf 703-616-7038, Faxit 703.695-7412, rabert.martinage@navy.mil,
4. Enter the name, title, phone, fax, and email address for the point-of-contact 4.
responsible for answering questions about this repont, Farsdgel Debrusse, Seounty Specialen PR 77601000, Faull T03-601-06]6, brager delgrmass dnavs ml
| PART B: Officials with Original Classification Authority
5. Enter the number of agency officials whose highest levet of originai classification authority is TOP SECRET, 5, 53
6. Enter the number of agency officials whose highest level of original classification authority is SECRET, 6 33
| 7. Lnter the number of agency officials whose highest level of original classification authority is CONFIDENTIAL. 7- 0
& Total number of officials with original classification authority. (Sum ofblocks 5,6, & 7) 8 86

PART C: Original Classification Decisions
Original classification is an initial determination that the information to be classified has not been previously classified by any other authority. It also
meets the following conditions: (1) it was classified by an original classification authority; (2) the information is owned by or for, or is under the
control of the United States Government; (3) it falls into at least one of the categories from section 1.4 of E.O, 13526; and (4) unauthorized disclosure
could reasonably be expected to result in damage to the national security. (Provide information on all original classification decisions, regardless of
the media, inciuding those documented and disseminated via email. Do not count reproductions or copies. )

9. Enter the number of original TOP SECRET classification decisions made during the reporting period with 9. .
declassification instructions of 10 years or less. _ 0
10. Enter the number of eriginal TOP SECRET classification decisions made during the reporting period with 10.
declassification instructions ranging from over 10 years to 25 years. o ; . __I_
I1. Total number of TOP SECRET original classification decisions. (Sum of blocks 9 & 10). 1. |
12, Dnter the number of original SECRET classification decisions made during the reporting period with declassification 12 .
instructions of 10 years or less. >
| 13. Lnter the number of eriginal SECRET classification decisions made during the reporting period with declassification 13.
|_instructions ranging from over 10 years to 25 years, 25
| 14. Total number of SECRET original ¢lassification decisions. (Sum of blocks 12 & 13} 14, 18
15. Enter the number of eriginal CONFIDENTIAL classification decisions made during the reporting period with 15
deelassification instructions of 10 years or less. 0
16. Enier the number of originul CONFIDENTIAL classification decisions made during the reporting period with 16.
declassification instructions ranging from over 10 years to 25 years, 7
17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 & 16) 17. 2
18, Total number of original classification decisions. {Sum of blocks 11, 14, & 17) i8. %%
{

PART D: Derivative Classification Decisions

| Derivative classification is the incorporating, paraphrasing, restating. or generating in new form information that is already classified. This includes

classification based on classification guides or other source documents. (Provide information on all classification decisions. regardless of the media,
including those documented and disseminated via email. Do not count reproductions or copies.)

19. Enter the number of derivative TOP SECRET classification decisions made during the reporting period. 19. 207,610

| 20. Enter the number of derivative SECRET classification decisions m_ade during the reporting period. ? 20. 1,896,830
{ 21. Enter the number of derivative CONFIDENTIAL classification decisions made during the reporting period. 21. 460,382
:i %2 Fotal number of derivative classification decisions. (Sum of blocks 19, 20. & 21) 22, 2,564,822
NATIONAL ARCHIVES AND RECORDS ADMINISTRATION ALUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 311 {REV 2-13)

Previous edition is unusable Prescribed by NARA/ISOO

32CFR2001 E Q. 13326



[ PART E: Mandatory Declassification Review Requests and Appeals
A “Request”™ is an individual initial review réquest or appeal. regardless of the number of documents or pages to be reviewed as part of the request,
I Report only requests for vour agency in which your agency is responsible for the final decision.
23, Enter the number of requests received during the reporting period. 23. 80
24. Enter the number of requests closed during the reporling period. 24. 37
23, Enter the number ol requests that have been unresolved for over one vear. 25. 2
26. Enter the average number of days o resolve cach request. 20. 220
27. Enter the number of appeals received during the reporting period. _ET o 0
| 28. Enter the number of appeals closed during the reporting period. s 0]
29. Enter the number of appeals that have been unresolved for over one year. 29, 0
30. Enter the average number of days to resoive each appeal. 36, 0
31. Enter the number of referred requests received during the reporting period. T 3. 0
32. Enter the number of referred appeals received during the reporting period. 32,
PART F: Mandatory Declassification Review Decisions in Pages
33. Enter the number of reques!;:i pages that were declassified in full. 33 5.385
34. Enter the number of requested pages that were declassified in part. 34 8
35. Enter the number of requested pages that were denied declassification. s, 40
36. Total number of requested pages acted on. (Sum of blocks 33, 34, & 35) 36, 5,433
37. Enter the number ol appealed pages that were declassified in full. 37 0,
| 38. Enter the number of appealed pages that were declassified in part. 38 0|
39. Enter the number of appealed pages that were denied declagsification, 34, 0!
40, Total number of appealed pages acted on. (Sum of blocks 37, 38, & 39)" ' ) 40. 0
PART G: Automatic, Systematic, and Discretionary Declassification Reviews o
41. Enter the number of pages reviewed that were subject to automatic declassification under section 3.3 of E.O. 13526, 41, 7,170,847
. 42, Enter the number of pages declassified under automatic declassification. 42. 6,146,384
| 43. Enter the number of pages reviewed that were subject i:‘}_s;-stemsiic declassification under section 3.4 of E.O. 13526 43 0]
44, Enter the number of pages declassified under systematic declassification. 44, _{)%
; 45. Enter the number of pages reviewed that were subject to discretionary declassification under section ;I-‘(;frl:t.(). 13526, | 45, 0
Li(:.‘ Eg!er the number of pages declassified under diseretionary declassification. B 46, 0
PART H: Internal Agency Oversight
47, Enter rhc_ number of self-inspections conducted by your agency. covering any aspect of the security classification 47, 244
program. during the reporting period. o o
48, Fntcr the mlmhcr. nfchn[Fcnges procn.:ss.efl by vour agencey to the classification of information believed to be improperly 45, "
classified or unclassified. (E.0. 13526, section 1.8)
49. Enter the number of challenges where the classification status was fully affirmed. 49. 0
| 50. Enter the number of challenges where the classitication status was overturned in whole or in part. 50, 0
51. Enter the number of security :I_a_ssil'lcalinn guides created by your agency and currently in use. 5. —26

NATION AL ARCHIVES AKD RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD 17QR\J 311 {REV 2-13)
Previous edition 15 unusable Prescnbed by NARA/ISQO
32CFR 01 EO 13526

O3\



PART E: Etpl:matary Comments

Use this apar.L 0 clabarate on any section.of this for. I more space is needed, provide as.an attachiment to this form. Provide exp."(mafmm Jjor ariy
stgnlficant changes in trendsinuntbors fromy the previeus year s-report.

PART € Block 18 decreased by 99% _

-Decrease is the result of indicating e actua! numbess reported from specific OCAs who provided report dara, for this reporting year, We did not
appiy:a multiplier of 26 this fiscal year, because it skews ihé dan and resulis in a significantly higher number of original classification decisions then
potentially performed as reflected inaceurately in.the. FYi2 report, The number of original elassificdtion decisions have historienlly represented o very
soialt percentage ol the total dlassification activity.

PART I Block 22 increased by 61%

“Numbers wil fluciuate from year to vear for varying reisons, such as opemticail demandy.oecurring in the fleet, the number of DOM major
éommands providing data and whether they collected data Tfrom subordinate commands, command resources to conduct-and collect the data duc-to
getuesteation and pritnacy focus on mission essential tasks, ele. : '

-Collection sampling: pcriéd-‘.ﬁ)r FY13 was 2 weeks. The multiplier applied was 26, in onder to show the tatal classificaton cognt of & 52-week
fiscal year, por guidance provided by (500h

PART I Block 26 decreused by 51%:
“Improved tools Lo adimiaistratively process requissls-and action taken fo improve roview time Hoes his tesylted in the reduction.

PARTF: Fluciuates hased-on the size and content in documents eviewst),

PART G;
-Biack 41 inercascd by 218%
-Block 42 increased by 334%
Increaged contracs support resufted in-sighificantly morg reviews. These nunibers align closer-witki the fiumbers reported in FY E

PART H:
-Block 47 increased by 99%,

-Inerease reflecls the actual numbees repanted By DO major commands ednducting se]f—mspucimm on subordinite communds.
-Block $1: Relleets sclivities forthis FY 13 For infarmational purposes e total number ut‘l)ON SCGs.is UL

R,

For ISO0 Use Ouly

1SOO Analyst Name:
Date.of QC:

Analyst Initials:

NATIONAL ARCHIVES ARD RECORDS ADMINISTRATION AL THORIZED FOR LOCAL REFRODUCTION STANDARD FORM 31! (REV 2-13)_
' Previous cehition is unusable Presctibed by NARAISOO
32 CFRICN E.Q. 13526




THE DEPUTY U

MEMORANDUM FOR DIREC

OFFICE

SUBJECT: Department of (he N
{8F 311) Ior Fiscal

The Depariment of the NV
Program Data Report using the §
fiscal yearin comparison to fiscd

NDER SECRETARY OF THE NAVY

WAEHINGTDN DC Z0350-1800

4 BEG Wi

TOR, INFORMATION SECU RITY OVERSIGHT

1avy Security. Classification Program Dala Report
Year 2014

vy completed the annual Sceurity Classification
Standard Form 311, Significant variations noted this
il vear 2013 are explained inthe attached form.

Questions regarding this feport may be addressed to Carmen Lanicr. { 703).601-

0528 or carmen.lanicrimnayy.mil.

Attachment;
As stated

Copy fo:
OUSD(D




AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM BATA

{Submisiions must he nuelassified and rescli ihe infuemaiion Security Oversight. Wfice (FRO0) no Eater than November F5 foltowing ihi veporiing yeriod.)

PART A: Mentifying Information

1. Exiter ihe Fiseal. Yeat that this repori covers, ' _ ' I 1.. 2014
2. Wemtify the Depdrtment, 1ndepentlent ageney, or Eslnblxslimm[ that is 2, _
covered by this. repact. Departmend of the Navy

P

3.. Enier the nome, litle, nddress, phone, fix, dnd eomytl address of the Senfor 3.
: Agency Official'(as defined in .0, 13526, statitin § A4€dYy respansible for this o4 e, P Unger Sty of e Ky, e (LMY, 1000ty e, i ST WASIEDT

repeﬂ 03301000, i TEIS1E.T038: Tack TN-G08-2411,
Jjeull proventnay il

4. Enter the name, titls, phone, Bax,-nnd email.address for-the paint-of-contaet | 4

responsible for ans‘.wrmg quectlons dbou[ ﬂus repott,. Cusmace Lyuier, Sequaty Speziniive, PO fnfarmation Soouray Policy, IR Seeunly Dimsineat, 1000 Hivy:
Tenwjon, Rim JES22, WASITHC 2S00 600, FIK 701-CO1OS8. Pk S03418-06 10, éxmgon Jameridsyy saif

PART B: {Jfﬁun]s with Orngln:il ClaSSiﬁcntwu Anthority

5. Bnier dhe nunber of agency officials. whose highest levél.oloriginal classification anthority is TOP SECRET, 3. " 53}
| 6 Ener the oumber:of-agericy oflicials whose highest level of‘original cla_ssa fication aul_l_mnl_)' s SEC RLT, 6. 29
7. Eiifer the mutiber.of agency.officialy whose highest lovel of ériginal classification authority is CONFIDENTIAL, 7. B
' 8 Tofd! number urof" cials with original cldssﬁ‘ eation authority. (Sum of h!ocks 50, & E)] 8. _ 82

PARY C: Originat Classifieation Decistons
Original clyssifiestion {5 an iniiial determinatien that the information Lo be classified has not been previously ¢lassified by any other avthority; Iiglso
theels the fliowing conditions: (1) it was elasslfied by i ariginnl classification au(honl}" {2¥1he informatioq is ovned by or-for; oi-fsunder the
coniro! of the United States Goverament;.{3) i falls infa at Jeast one of the categorios from section 1.4.0TE.O, 13526; md (4) wnauthorized disclasure
could rcusombly bt expected to. resul In damagze 't ihe national seeurity. (Provids infiirmition &n all Drlgmal elasstfication decisions, eardiess.of
the-media, ncluding those. documented and disseminated via emuil.. Do not count reproductions or copies.)

9. ‘Enler the numberof original TOT SECRET classtfication detisions made:durihg the teparting peciod witli o

declassification instrugtions of 18 years or less; .1 2
10. -Enler the nuniber of original TO SKCRET cl:miiu.at:on decistons made, during, the reporting period iwith A0,

declassificalion instroctions ranging from over 18 years 16 25 years. ) b
1. Total munber of TOP SECRET wuriginal classitication decisions.. (Sum oftblocks 9 & 103, 11 .
12. Enter thenninber of original SECRET classification decisions made during the reporting period with declassification 12 _
instructions of I¥ years orless. t
“13. Enter (he nuimber of original SECRET elassiféation décisions made c!urmg, thie reporting penod with deeksstiteation 13. _
- insiructions ranging fvom-over 1@ years to:25 years.. . . 18
14, Tofal nunstier ol SECRET original classification deeisigns, (Sum of blocks 12 & 13) 4 1._9'
[3, Enterthe number of eviginal CONFIDERTIAL classification decigions made during tlic lc:pomm, perind with 13. .
decliissifiention jnstrnctions of 10 vears or legs, 1
"16. Emfer the nomber ol ariginal CONFIDENTEAL classilication decisions made during the reporting period awith 16. )
declassification ingtrections ranging from over 10 vearsite 28 years, ] - 2
‘17, Tatil number of CONFIDENTIAL originul classification decfions. (Sum of blocks 15 & 16) BT A ' 5
18, Total number of original classification deeisions. (Sum of blocks 11, 14, & 17} o N ‘18, ”

PART Itz Derivitive Class:!tcatmn Dec:smns
Derivative c!nss:f‘ cation s the incorporating, paraphlamm,. rcst'llmg. or generaling in new Jonn information that is alreedy classifi ed. “Fhis includes
| olassificntion bused ofi classifieation guides or ather souree documents. (Provide infoimation on pll elassifieation decisions, regandless of the medin,
including those documented and disseminated vin email. ‘Do not count reproduelions or conies.} .

19; .,n_ter.t_he numher of derivative TOP bE_(_ZR_l'JT vlassitieation decisions made during the reporting period. L9, 78,3'3_'8
20. Ester the nuimber of derieative SECRET cléssification Jecisions tiade during:the reporting period. 20. 2,120,144
21. Eater1he wpmber of der ivirtive CON FIDENTIAL cIassnI‘ eation decisions made dunng rhc rcpomng period. 12k 567,632}
22, Tatal number of derivative. classrf‘ cxtion decisions. (Suh of blocks 19, 28, & 21) 2L 2,766,114}

NATIONAL ARCHIVES AND R_E("ORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 311 {R:V 2413}
Proviaus edition is unusable “Preseribed by NARAASCO
32CFR 2001 ED. 13526




PART E: Mandatory Dcuass:nailon Rcwew Requcsts and Appeals

A *Request™is an mdn‘xdml inftial review requiest or appeal, re ar(lluss af the nmnber of dosuinents o pages to be reviewed as parl of the request.
| ] app et pag P |

Report anly requests for, your agency o w bieh voue agoney is responsible Tor the final decision.

51.

n. Fn!er Ihe niher of requests u.ccwed daring the weporing period.. 23, .266':
2%, Baterthe duniber of requesty cdlosed (Iurmg the reporting period. 2. 3
:_»'.5._ Enter. the numherof requests that have keen unreselved for overome year. 23. 39
26. Enicr the nver’mc ‘wumhber pf diys to resolve dach TRQUESL, ' 26, 62
27. Esferthe number af appeals recelved during dhe mpurtlng'pr:i_'ffid.' 2T ]
28. Enter the number of appeals closed during the reparlilig f}eriml. 128, 0
29. Enfer the numeher of appeals that have Geen oncesolved for aver ong yeat. 29, 0
30, Enier '_.'he-m’crngc sinmber of thays o reselve ench appoal. 30, 0
31. Enier the sntnber afreforived.reg nests reccived during 1hc'rcparting pe‘rib(l 3L _ 277
32 'Fntcr the number ofreferred appeals received during the reporting period: 52 0
 PARTF: Mandatory Declassifieation Review Decisions:in Pages _
33. E mer tho- number oflcqucslul pages that sore declassified in. full, 13, 23
34 _Enl_(_:r lhe nutiiber of req uesked piyes that were deelassifled ln part . _ 34, 4
35, Tnter the n_umlic;.crl"-f_equesim_i paies (hal weredenjed declassiCeation. 35, 0
36. Tota} nuinbet of requested pages acted on. {Sum of blocks 33, 34, & 35) 36: 23
37, Eoter the number.of appealed pages that were declassified iin full: 37
38. Enlerthe number ol appeafed pages that weee declassilicd in part. iR
3%. Dnferihe nimber of appesiled pages that were denied declassifi Gllﬁﬂll _ 39. 0
40. I‘otal number 0f1[lpcalcﬂ pages acted on. (Sumeaf blocks 37, 38, & 39} 40, 0
. ' PARY G: Automatic, Systematic, and Discretionary Declassificition Reviews . :
41, Enter Lhe numbergff p'lg,cs reviiwed thal were subject tg mitematic deetassitication. um!cr su.hou 330fE. O, l3524‘n 41, 12,118,465
42; Enier the nu.'nbcr af pagcf; iteetnssified under Automaticdedlnssification.. f42. 7',7'!4,-228
43. Enler the number of pages reviewed that were sub;cct 1o systematic dec]asslﬂmhan undcr section 3.4 ¢'E.0, 13326 43, 8
44. Enter the number of pages leclnssificd unler systematic declassificntion, 44, 0
45. Enter tho nnmber of piges reviewed thal:were subjectto diserstionary declagsification undér section 3.1 ol /O, 13526, | 45. i}
1 94, Enterthi. nimber ol'pnoes dcclﬂssli' od under diserefionary dechussilieating. 46, 2
: . - _ PART H: Internal Agcncy Oveisight .
37, Bater e numbu- of sclf-nmpeclm ns eonducted by Yyaur ageney, covering any aspeok of'the sacumy classifi catmn 41 281
progrong, dusing the reporting period.
48. Enter the sumber of challenges processed by your agency to The classifieation of infprmation befieved to. be iipioperly 48, : -
classified ar uhelassifiod.. (B, [3526; section 1.8) .
49, Enter the nunber. of elmllengw where-the classifiction Status was futly 4T med. 49, M
50. Enterthe number of chaflenges whre the elassifieation status wis overfuined in whale oxinparf. S50, 127
Enter e number of: .securil)’ élassiﬁ_catinn'gu_idc._'e'crcﬂtcd- by-your ageney #nd cu reenlly-in-use, 51, 927

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION  AUTHORIZED IOR LOCAL REPRODUCTION  STANDARD FORM 311 (REV-2-(3)
T ' ' Proscribed by NAR AISOD
32 CFR 2001 LO-13526
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PART 11 Evplanatury Cornments

“Use: a‘!:rs spaee 10 elaborate on cmy section of this form. If morispace i needed, provide as.ait dttechment to iiis form. Provide. e.xplrmmfw:s jar any
significant changes bt trendsinumhers fom tie previous year's report. .

[*ari B:
Blacks 5-7 data reflects Ihe number of approved Tepartuient of the Navy (DON) Originial Classification Aulharities. (QCAS):
Block & decrensed by-4,65% ) _
-Devreise is (he resull of one ol ihree sctians (o ensure complianee with Executive Order 13526, which resullzd in four OCAs relinguishing their
autherity..

Part C:
Block 18 decreaszd by 36% _ o

-Drecrease is tlie resull of lndicating the actual nurber of eriginal decisions vice application of 2 muliipher ‘These minnbers will Hiuctuate-edch year
[lor various reasons, dcpenqu on neiv mission mpablllllcs and technolegy advancements. The number alloigingi clossification deeisions have
historically representeil a.very small pescentage of the total classification activity.

Pust D: Block 22 increased by 7.9 %

~Cotlection sampling period For FYT4 was any 2 week lime frame (tolahng 10 working days). The muliiplier woas 26, in order to show the total
classification count of a 52-week fiscal year, per guidance by 1SQO,

-Numbess will ntILll.ldlc ftom year to year for varying reasons, such as operational démands occurring in the fleet, {he number-of DON.ngjor
| commiands prowdmg data, command resources [o. conducl and collecl the data, ete,

Past E 'and Parsi s

-FY 14 dhita- vuncs rom FY L3 due Lo ¢ misimerpretation of whit constitoles 2 "final decision,” In FY[3alf MDR n:quc.sls received and.reviewed.
with DON equities were considered a final décigion; which included requesls rom Secondary requesters. Dala in FY14 only reprosents MDRs
'rer.ewed by the BON directwith.a final MDR-decision made by our Agency. Il does ot inélude secondary requests requiring a MDR deteriviingtion
of BON equities,

Part-G:

Block 41 increascd by 6795

| Blogk 42 increased by 26%

| -inercases are due to continued conira¢l support, which canlinues to-result in significantly morg revieivs conduétod and compléted.

Far ISOQ Use-Only
ISO0 Analyst Name:
Daie of QC:

-Analyst Initials:
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UNCLASSIFIED

THE DEPUTY UNDER SECRETARY OF THE NAVY
WASHINGTON DC 20350-1000

MEMORANDUM FOR DIRECTOR, INFORMATION SECURITY NGV 04 2015
OVERSIGHT OFFICE |

SUBJECT: Department of the Navy Security Classification Program Data Report
(SF 311) for Fiscal Year 2015

The Department of the Navy (DON) completed the annual Security Classification
Program Data Report using the Standard Forui 311, Sigitficant variations noted this-
fiscal year in comparison to Fiscal Year 2014 are explained in the attached form.

The DON poinit of contact for this report is Ms. Carmen Lanier at (703) 6G1-0523
or email: carmen.lanier@navymif.

Attachments:
As stated

Copy to:
oUSD (1)

UNCLASSIFIED




AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA

(SriligsEons st be naclassilied did reach fhe Tuformation Seenvity Oversight Office. (TSOD) nd taier iban-Novewnber 15 following 1he rcpﬂrhug périail)

PART A: Identifying Information.

I. Enter the Fiseal Year that thris report covers, [ 2015
2. tdentify the Departwient,; Indepeident ageocy, or Fstablishyuent lRatis | 2. ' ’
covered by this report. DEPARTMENT OF THE NAVY

3. Eatet the name-and. ul.le of the-Senior Agendy OTficial A

{as defined in 0. 11526, séetlon 3.4{d)) responsible for this Yeport. . ) . i L

Tadi Greene, Deputy Under Secretary of the Navy, Folicy

' 4, -'=Enl'er the name, title, phone. and c.nmil'a_d{_{rc's;_; for thé noiat-oi-contuet- 4,

responsible forauswering questions.ubout this repor, Carmen Lanier, DON Infermation Sewr:ty l’alu,y, 703 601 0528

PART 8: Officials with Original. Cl.lssrﬁ:atmn Authority

5. Enler the number of wigéncy officials whnse highest lovel of ariginat classification anthority is FOF SECRET _ = _ 30

6. Enter (i munber ol agericy officialy whose highest level of otiginal Elassir eation suthority iSECRET, 4, _ (7

7. Ghter the aumber of agency officiits wliose lu[,hu.l level of original classification auihority is CONEID E\’I IAI; 7. ¢
8. Tolat numhcr of oflictals with original.classification- dulhanl} (Sum of blocks 5.6, &7} _ o _"S'. 67

PART C: Original Classification Decisions
Criginal classificstion is-an injtial determination (hat e inforitation 16 be-eissiiied kas not been pre'uiausly.clussiﬁ_cd' Ly. :1ﬁy._dlht'=r_authority. [tnlso
“sneets the following-conditions: (1) it was classified by an orlginat classifisation awtharity; (2)-the-information is owned by or for, or is under thé:
«control of'the United States Goyernment; (31l falls into.at feast one. o Filie categories frome sectlon L4 of B.0: 13526; and (4} unauthorized disclasure
‘eutld reasonably be expeéted to resalt in damage to the national seeurity, (Provide inlormation on. 4l ori iginal classification dcclsmns, rcg,ﬁdicsa of
ihe mediv, fnclading thosy documentcd nuil dlascmmated via emmail. T nol count reproduciions or copies.)

% Cater the number of ariginad TOP SECRET classification dLClSIDI’W made during, the repodding period with ~ 9,
‘declassification instroctions of 10 years or less. 0
10, Enier the uumber of original TOP SECRET classifeation decisions smade-tering the reporting period with -~ 1.
declussifiextion instrictions rangiog fram over (0 years to 25 years. 2
‘. Totalvumberof TOP SECRET original elossilication decislons, (Sunvotblocks 9 & 10, ' ©OPT ' 2_'
12, Enterthe number of eriginnl SECRET elassification decisions made during the reperting pefiod witlt declaysific:tion 12,
insiructions of L years or déss, ' 0
13, Cnder the nimnber. ()F:mgmul SECRET classi lication decigions madé during the repording period with declassification 13. )
instruciions ranging from over 14 yeavs ta 23 veurs, . 32
14, Total mumber of SECRET ariginal classiticatior; decigions. (Swm 0! blocks 12 & H} i4. 1
5. Enterifie numberef original CONFIDENTIAL classitication decisions made dariing the rcpumn;_. pt.! food with I35,
diclassification instéwetiang o 10 years nir less. ; o )
16 Entdr 1he nombier.of oxiginal CONFIDENTIAL classification t‘cmsmns made during the uporimg perind with 16.
deckssifiention insiructions runging from ever 10 years (o 25 vears, s . 32
17, Tinal number ol CONFIDENFIAL originat classification degisions, {Sum.of Blocks 15 & ]6] 317, 5
18. Totil.number (_J_fnriginnl elagsiticalion docisiond. (Sukroafhiocks 7 1, 4. & R ig, p
3

PART D: Berivative Classiliention Decisions.
Dérvative claseifieation is. the intorporating, hartphrasing, rétating, or penernting in new form informntion it 1s affeady elassified. This inchiles
1 classifieation used on classitication guides orather source docynients, (Provide information.on all clussification theeisions, regan dizss of the mcdig,
oxloding those documinted and disserpinated vin smail. Do not tount Teprodugtions or copics.).

19, Linter the aumber of derivative TOE SECRET elassification decisions unade during, the reporiing period. o 1. 101,880 .
20. Ener the number of der ivalive: Sh(,R_L“l' clasification decisions made dufing the reporting period. 0. 1,579,472
21, Eater thicnmber of derivalive CONFIDENTIAL classificution-dacisions made duringthe réporting period; 2L 626:830
22, Total number of derivative ¢lassification decisions. (Sum aFblocks 19, 20; & 21) 22 2,307,011

NATIOWAL ARCHIWES AND RECORDS ADMINISTRATION AUTHORIZED FORTOCAL REPRODUCTION STANDARD EORRM 311 (REV 24153
Previaus editnon s pausable Preseribed by NARA/ISOO
' OPR2000 K, 13836




DEPARTMENT OF THE NAVY:

PART E: Miundatory i)cclasmﬁcntmn Review Requests and Appenls

“Reques\" is an mdwldual ivitial review request or appal, régardie.ss ofthe nunmiber of documents of pages 1o be reviewed as part ot ihe request

“Report only vequests Tor }'our BZency. {n which your ugency i§ responyibie fnr the final decision.:

23.. Enter the number of renquests received during the re;_)or_l_ng__penod 2311 35
24, Enter the nuniber of #equests closed during the repoiting pericd, 24.1089
- 25. Enter the nutaber of requests that have been unresolved for over onc year. 25.68
26.- Enter' the avernge aumber-of days fo resblve each rcqucst 26.94
27. Enterthe nuinber of 2ppeals rec:cwc_d during the reporting period. 270
28, Enter the mumber of appeals closed during the-reporting period. 28.0
29. Enter the n’umb'e:_ of appenls that have been unresolved for over bne year. 29,0
:_30._. Enter the-average sumber of days to resplve each appeal. o
*31. Enter- ilm'number"hof veferved requests teceived during the reporting-period. 31.91
3% Enter !h{, mnuber ol referred. nppcals received during the reporting period, 325
_ ~ PART F: M‘lndatory Déclassification Reviisw Decjsions in Pages LT L
33 Dme; the riumber of requested pages that were declassified in full, 33. 10845
" 34. ‘Enter the n_umber.of requested pages that were declassified in part. 34,1706
35, Enter thé number of req_ﬁe_stcﬂ--pagcs that were denied deciassification, 35,8397 .
36. Totul number of requested pages acted on. (Sumofblocks 33, 34, &£.35) 36. 21049
37. Entor the nuinber of appealed pages thal were declassified i full. 7.0
38, Enter the number of appenjed pages that were declassified in part, 38.0
39, Enter the nuriiber of appealed pages that.were denied declassifiestion, 39.0
-40. Tatal number of a{lpenled pages’ acied o, (Summ of blucks 37,38, &39) 1 4 04
' _ PART G- Autumatlc, S}stemaﬂc, and Dlscretienary Dcclasslf catm __Remws Lol L
41, Evter the nutﬁhe'r’of"p'tges reviewed 1hnt were subject to automatic deelassifieation nndes seetion 3.3 ofE.0. 13526, 41.38758617
42, Euter-the nbmber of pages declassificd under autoiiatic declassification. h 1421 5245054
43 Enler lhe numbier of pages reviewed 1hat wegs subject fo- system.mc declassification undcr section 3.4 nf E.O 13526 43.3833
44. Enter the numbér of pages declassified upder systematic declasstf Teation, ' d4.2429
45, Enter the number of pages rewcwcd thatwere subject to distretionary declassifiention- undr:r sectlon 31 fEO. 13526. 45.0
46, ‘Enter the number of pages declassifted under d:scrc!ionary decizssification. 46.9
' ' . PART-H:- Internal Agency Oversight | -
47. Enter the: number of‘challeng,es procesmed bv youragehay to the-cldssification of itiformation believed {0 be mpmperiy e
elassified or unclussified. (B.0. 13526, section 1.B). . 87
48. Enter the number of chulleng s where the olassificotion siafus was Fully affirmed. 48. 48
49, Enter the mimber-of challenges where the classification sta_tus.Washvcrtnaf_ne_d in whole or in.part. | 49.42

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL-REPRODUCTION STANDARD FORM 311 (REV 2-15)
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DEPARTMENT OF THE NAVY

PARTI: Explanatery Cominents
[se flu’s sprzce to elaborate owany section of this forim. If nore space Is wipded, provide as an‘atigchiiént o (fifs form. Provide explondiions, fo.: sy
\'.'gmf conl changes in trevelsnmbars fron ihie previews véar's report.

et B
Blacks 51 data is based on actual approved _i_)cpndmcnt ofthe Na»')--(_DON}'Orfginul. Chassification Aathorities (OCAS). _
Block & decreased by 18% - Deercase s the result.ofcontinuing cfforts to reduce the nsmber of OCAs as required per the Excoutive Order 13326.

Part €1

Black: 18 increased by $5% - lucrease 15 the-resull of nélual numbers pisvided throughoul tlie-fiscal vear {FY) for new gr revised Seeurity
Classal:catmn Guides (S, The number of original classification decisions will fluciimtg Trom year 1o yeor for-varying reasans, such as operational
demands occurring in (he Feet; new technology develepment, guides being upduted, ete.

Purt Dt

Block 22 decrexsed by:17% - The rumber of derivative plassificition deeisions will Muctuste fiom Year lo year for varying reasons, such as
operational demands oceurring in (e fleet, the number of DON commands providing data, and whialher they collécted data from subordinale
-comm':mc_i_, covrmand respurces 1o conduct pitd-colleet the data and primary focuson mission cssential (asks, el

Part E:

Blgck 26 increased from 62 1o 94 averge days which is-a 34% inorease: This-is duc ha 77% increase fram Y- 14 Mandalm} Dcclmsutcm:on
Review (MDR) requeats reviowed, However, we are.still well within the 363 dn& processing time penhtiiod in ISO0 Implementing Dircctive 1,
Seetioh 2000.33(x)(2). MDR rquests. witl Nuctuste énch year depéitding on the mnber. of reguests redisived Fow the piabiic.

I"art 72
Block 36 - Incrense Is two foid, oneisthe resuli of 1lie 77% inerease in the nuribst o MDRs received and completed during this FY in compurison ta
Y -14¢ and two, 'is an increase in manpower, ffom 1 to 10 reviewers, 1o process requests:

it G

Black 41 - Incivased by 6%%6 becanse 37,331,346 of the'total pages réviewed were contained th bagk: logged reeotidy. Bz:cklog,ed Tecords were not
-reparted bi previons yeass: duc 103 miss understanding-of Tepotting requirements.

Block 44 .- Increase is the direct r(.SulI ofthe 6984 increase in the tofal pages. rcwcwed

Bloek 43 & 44 There is no trand :tmiys:s Fo; Uis efata, bucausc the- DON'S Systcm‘lln. Dcclassmcauon Program was rcaurre(.led in Jauuary 2015,

For ISO0 Use Only

-7y :{.
1SQO Analyst Name: J (1A s e !
Date of QC: G ‘_f-?»'ﬂl’f
Analyst Initials: R '
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FHEEQHETARY OF THE NAVY

TG

NOV 1.0 2016

MEMORANDUM FOR DIRECTOR, INFORMATION SECURITY OVERSIGHT
OFFICE

SUBJECT: Department of the Navy Security Classification Program Data Report
(SF 311) For Fiscal Year 2016

The Department of the Navy completed the annual Security Classification
Program Data Report using the Standard Form 311, Significant variations noted this
fiscal year in comparison to fiscal year 2015 are explained in the attached form.

Questions regarding this report may be addressed to Mr. Christopher Macey, (703)
601-0358 or christopher.j.macey{@navy.mil,

. F "\. .
ene
4
Attachment:
As stated
o

QUSD(T)



AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA

(Submissions must be unclassified and reach the Information Secunity Oversight Office (1SOO) no later than November 15 following the reporting perniod. }

PART A: ldentifving Information

1. E ntcr the Pncal Year that lhl‘- repert covers. . L ’Ulﬁ
2_. Idel.ltify the Depa’rtmcm. lndcpgndcnt agency, or | 2. Navy: Department of the Navy [
Establishment that is covered by this report. [ =
3. Enter the name and title of the Semior Agency 3 5 . . . I

| Official (as defined in E.O. 13526, section 5.4d)) Jodi Greene, Deputy Under Secretary of the Navy (Policy) (DUSN (P))
responsible for this report. . ~ _
4. Point-of-contact rc-apmmblc for answering questions Abnul this report:
da. Name: | 4o hrisiopher Macey
45 Tl -gecurity Specialist
4e. Email address: 4c‘christopher,j.macey@,navy.mil
4d. Phone number: j 4d,[703) 601-0558

= Lby PART B: [H!'\u:ii\ with t"llu,,mal ( lassification \uihurz!\ _
5. Enter the number ofagcm.} oﬂlual‘- whose highest level ol'L u..mal cl.:.wl:mlmn authority is IOP SECRET. 3. 49 !
6. Enter the number of agency officials whose highest level of original classification authority is SECRET 6. 16
7. Enter the number of agency officials whose highest level of original classification authority is CONFIDENTIAL, | 7. T
8. lota] number of officials with original leb‘;l_l;dllun authority . (Sum of blocks 5. 6_.md 7 - 8. 65

PART C: Original {lassification Decisions
al the information 1o be classified has not been previously classified by any other authority. ft

] al classification authority; (2) the information is owned by or for, or is under
ite of the categories fi n 1.4 of .0, 13526; and (4) unauthori

¢ information on all ariginal classification decisions,

v an origi
at lea

ge to the national sect

rented an 11-~t mir sated via ema Do not count T"‘"ﬂ&_ﬁll“ti“!’“\ or an $.)

|
JI..l:l i
i
I

9 E ntx.r lhe numbcr ol orlgmal TOP SEC REI Lla~ﬂ|f'(.al:(nn dt'\,lsmm made during the reporting period with 9 5|
declassification instructions of 10 vears or less.

10 Enter the number of original TOP SECRET classification decisions made during the reporting period with 10. 7
declassification instructions ranging from over 10 vears to 25 vears,

11. Total number of TOP SECRET original classification decicions, (Sum of blocks 9 and 10) 11, 9
12. l nter the number of original SKCRET L|d:.blhl..dil(m decisicns made during the reporting period with 12. i
declassification instructions of 10 vears or less, -

13. Enter the number of original SECRET classification decisions made during the reporting period with [ 13. 275
declassification instructions ranging from over 10 vears to 25 years. =
14. Total number of SECRET original classification decisions. (Sum of blocks 12 and 13) 14, 226
I5. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 15 0
declassification instructions of 10 years or less. B ) -
16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 16. 17
declassification instructions ranging from over 10 vears to 25 years.

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 and 16) 17. 17
18. Total number ol original classification decisions. (Sum of blocks 11, 14, and 17) 18. 252

NATIONAL ARCHIVES AND RELCORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 311 (REV 63-16)
Previcus edition 1s unusable Prescribed by NARA/ISOO
AZCFR2001 EO 13526



Navy: Department of the Navy

PART B Derivative Classification Decisions
s the incorporating, paraphrasing. restating. or generating in new form
or other source J.]m umenis

i " -
| Dierivative classifi
i
1

‘ation guides i Provide information on all classificatior

includes classification based classific

information that is already classified

decisions. regardless of

[his

| the medi luding those documenter fisse ed vig ¢ sl ‘_=+\_~1Lr count reprodud tions or copies. )

I 19, Enter the number of derivative TOP SECRI-.I classification decisions made during the reporting period. 19. 173.290

‘ 20. Enter the n-t;rﬁ;n.:r_ of derivative SECRET cla-:\isi!'l.cutiun decisions made during the r_t:pnrling period. B 20. 1.366.586
21. Enter the number of derivative CONFIDENTIAL classification decisions made during the reporting period. | 21. 242,606 |

Total number of derivative classification decisions. (Sum o' blocks 19. 20, and 21) 22. 1.782.482
PART E: Mandatory Declassification Review Requesty {
A\ “Reguest” is an individual initial review request, regardless of the nuimber of documents or pages 1o be reviewed as part of the request.

I i Hrpori only ﬂ'qllt"ilt for your agency in which your agency is responsible for H:r final decision. = A 1
23. Enter the number of REQUESTS received during the reporiing period, 23‘ 561
24, Enter the number of REQUESTS closed during the reportin period. 24, 198
25. Ofthe REQUESTS entered into block 24, enter the number of pages that were: 25.

a. Declassified in full. 25a. 7.768
b. Declassified in part. 25h. 1.757
¢. Denied declassification, 25¢c. 20
d. Total number of requested pages acted on. (Sum of blocks a, b, and ¢) 25d. 9.545
26. I‘lnﬁ:r the number of REQUESTS that have been unresolved for over one yc-:lr.. 26, 163 |

27, Enter the AVERAGE NUMBER OF DAYS to resolve cach request, 27. 57
28 Enter the number of REFERRED REQUESTS received during lht: reponmg pulud (Number of requests 2. 404

| referred to your agency from another agency)

PART I-: Mandatory Declussification Review Appeals |

I An “Appeal” is an individual request for appeal, regardiess of the number of documents or pages to be reviewed as part of the request. !

Rt]mﬁ unly appeals for your agency in which your agency is responsible for tln- final decision. !

s = Spensine Rur the N S |
29. Lnter th-. ﬂumber of APPEALS received during the reporting period. ! 29, 32
30. Enter the number of APPEALS elosed during the reporting period. 240, 0
31, Ofthe APPEALS entered into block 30, enter the number of pages that were: . 3L o T

a. Declassified in full, jla. 0
b. Declassified in part. 3lb. 0 15071
¢. Denied dccl-:isr-'i fication. 3lc. 0
d. Total number of appealed pages acted on. (Sum of blocks a. b, and ¢) 3ld. 04'56
32. Enter the number of APPEALS that have been u aresolved for over one year. 32. 0
33. Enter the AVERAGE NUMBER OF DAYS o resolve each appeal. 33 0 M

_34_Ln‘u.r- lin: numbcr of REF I:.l{li;;.;{ﬂ_"l- ALS received dunm_ the reporting period. (Number of appeals referred 5 1. - 15

to your agency from another agency) | i

AUTHORIZED FOR LOCAL REPRODUCTION
Previous edition 15 unusable

NATIONAL ARCHIVES AND RECORDS ADMINIS TRATION

STANDARD FORM 311 (REV 03-16)
Prescribed by
32 CFR 2001

NARA/ISOO
EO 13526



Navy: Department of the Navy

I' ’\.RT (:: Automatic, K\ \tcmall\ ami i‘im retionary I)rriawrﬁuimn Reviews

1

35 Fntcr the numher ot p.lgu RFV[F“ ED that were aubiu[ e aulumatlc declawrl’caﬂon under section 3.3 of E.O. 1 35 53 113_2;
13526. T
36. Enter the number of pages DECLASSIFIED under automatic declassification. 36. 15.912 348
37. Enter the number of pages REVIEWED that were subject 10 systematic declassification under section 3.4 of 37 0
E.O. 13526.
| 38. Enter the number of pages DECLASSIFIED under systematic declassification. 38. 0
39. Enter the number of pages REVIEWED that were subject to discretionary declassifieation under section 3.1 of 9 1.020
E.Q. 13526. . 3
40. Enter the number of pages DECLASSIFIED under discretionary declassification. 40. 60
PART H: Inirrnal \m-nu tl\rr\;Lilt
41. Enter thn. number of CHALLENGES processed by your ageacy to the n.la:,aslu.atum of information hchevcd to he H 281
improperly classified or unclassified. (F.0. 13526, section 1.8)
42. Enter the number of CHALLENGES where the classification status was fully affirmed. 42, 158
43, Enter II‘:: ;Iﬁlhct of CHALLE NGES where the classification status was uwrlurned in whole or in part. 43. - 123 |
| i
PART I; Intelligence Community (1C) Information |
” i section applies only o IC agencies and 1C components of other agencies who originally apply the ORCON !"r‘ ORCON-USGOY |
dissemination contro '?11 information. along with 1SO()'s annua! inspection reports will be used 1o inform the annual report 1o the DNI on the |

use of classification marking

originally marked ORCON. i

Organization’s classified dnsemmnttd anal}lu prod uct (us defined in [CD 206 Sourcing Reqmremems‘ for Dfssemmated Aﬂa!vnc Product)

below

44. Enter PERCENTAGE of your organization’s classified disscminated analytic producis originally marked 44, 3.00%
ORCON. . .

45. Enter TOTAL NUMBER of vour urgamw!wn s classified disseminated analytic products originally marked 45. 21
ORCON. 2
46. Enter the NUMBER OF REQUESTS approved for expanded dissemination of ORCON in full, 46. 19
47. Enter the NUMBER OF REQUESTS approved for expanded dissemination of ORL ()\J in part l’mndc. 47. 0
explanation for partial denial in part J below. . i o
48. Enter the number of ORCON cxpanded dissemination requesis DENIED, Provide explanation for denial in part ] | 48. 2

originally marked ORCON-USGOV.

Orgamumm s classified disseminated analytic product (as defined in [CD 206 Sourcing Requirements for Disseminated Analytic Product)

ORCON-USGOV control marking? If yes. provide explanation in Part J below.

49. Enter PERCENTAGE of your organization”s analytic products originally marked ORCON-USGOVY. 49, 8.00%
50. l_r.l_t:r I(HAL NL \lel:.R c-!l_".v:_\ur Ul’]:...lnl-/dllllll s anul\rtlu |1n qu~ nrl"m.l]l} m: |r[\~.,_-I ORCON-USGOV. 0. 62

+ 51. Provide ]()TA‘I_\-[_\;EF_R (-)f reports of polenual lmsapp]cmm of the ORCON marking. Provide background | 51. 0
information on each occurrence in Part J below. = |
52, Has your organization been NEGATIVELY IMPACTED by information being marked with ORCON or 52 VT
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: CUPART Fe B plaiateri Chmments. .
L’se this s‘pa::'e Fied e.-'abr;r c.r!e o e section of this jw m. i wore Apace. iy-needed, provide us an a.!mchmen.' 0 nfm fmm mede erp!arrrmom jbr
ezl sigificant changey in trendsumbers from the previous veo's riport,

Part B - Blocks 5-7 data is based on actual approved Depastment of the Navy (DON) Original Classification Authorities (OCAS),

Part C - Block 18 increased from 66 10 252, or 282%. The DON direcied an early five year Fundamental Classification Guidance
Review, conducted by DON OCAs, resultinig in the review of 915 DON securily classification gides.

Part [) - Block 22 deoreased from 2,307,911 10 1,782,482, r 23%. The number of DON comumands providing data, the varying
two-week sampling periods dirccted by those commands, snd the number of command personnel participating in the sampling will
cause yearly varianges in the number.

Part E: -
Block 23 decreased from 1135 10°361. or 51%. This is bastd on actual requests received by the DON, which in large part come from
members of'the public and is subject to fluctijaté yearly,

Block 26 increased from 68 1o 163, or 140%. The 32 appesis ret.ewed {Block 29} this f{iseal year contributed to the significant
increase, because further coordination with other DoD) components was.required, More on the impacts, resulting in the fncrease, are
noted helow..

Block 27 increased from 94 to 497 days, 0r429%. The incrense was due 10 a requesier appealing a large number of DON records-
and a number of referrals being sent 1o the Offiee of the Secretary of Defense {OSD). The O8D has an extensive review pragess,
oftertinvolving the Joint Staff, which frequently 1akes a vear or more Lo complete dnd provide a response back 10 the DON,

Block 28 increased from 91 to 404, or 344%. The incredse did not appear to. have a comnion thread tied w any specific event or
topic, except that many of the Mandatory Declassification Review (MDR} referrals came from National Archives Records
Administrations (NARA) and were for documents classified as Top Seeret. The lasge influx of MDR: referrals from NARA appears
to-be the resilt of that agency cledring up a backlog.

Part F - Block 29 increased from 0 to 32, or 100%, All 32 appeals. were referred 1o other government agencies, which have not yet
tesponded. When the cases-were not resoived by the-one-year deadline, the requestor (i.e., the individual who submiitted the requests
for MDR(} submitted 32 separate appeals to the Interagency Security Classification. Appca]s Panel. “Fhe DON cannot resolve these:
appeaied cases unti] the other apencies fafward their resposnises.

Pari G:
Block 35 increased from 38,758,611 to 53,323,276, or 38%. The DON continually improves efficiencies for declassification actions.

Block 37 decreased from 3,333 10 0, or 100%. This is dug to the DON's Declassification Program re-categorizing 90% of the
previous 5D rcwews as discretionary reviews. The remaining 10% were re-categorized s MDR. reviews.

Part H - Black 41 increased fiom 57 to 281, or 393%. The majority arigitiated from one of our combatant commarnds _
{USNAVCENTCOM). Further coordination required to determine the basis. This increase impacted the follow-on data for blocks
42 and 43, chatlenges to the classification status affirmed and overturied.

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 31! (REV 03-16)
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12/21/2016  National Archives & Records Administraticn Mail - RE: [Non-DoD Source] Re: DEPARTMENT OF THE NAVY STANDARD FORM (SF) 311, AGEN...

NATIONAL =2,

= Pe Ushman <peggy.ushman@nara.gov>
ARCH IVFFh ogy peggy. @nara.g

RE: [N.on-DoD Source] Re: DEPARTMENT OF THE NAVY STANDARD FORM (SF) 311,

AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA REPORT

1 message

DelGrosso, Bridget A CIV DUSN (Policy), Security <bridget.delgrosso@navy.mil> Wed, Dec 21, 2016 at 10:52 AM

To: Peggy Ushman <peggy.ushman@nara.gov>, "Macey, Christopher J DUSN (P), Security"
<christopher.j.macey@navy.mil>
Cc: "Myers, Mark A SR CIV DUSN (Policy), Security" <mark.a.myers2@navy.mil>

Pegay,

Correct, there was a data entry error and blocks 31-34 should all be "0." Sorry for the confusion.  We will make a pen

and ink change on our copy. | can have Chris send you the electrons of an updated version to reflect the correct data.
r/Bridget

—-0QOriginal Message—

From: Peggy Ushman [mailto:peggy. ushman@nara.gov)

Sent: Wednesday, December 21, 2016 10:22 AM

To: Macey, Christopher J DUSN (P), Security

Cc: DelGrosso, Bridget A CIV DUSN (Policy), Security; Myers, Mark A SR CIV DUSN (Policy), Security

Subject: [Non-DoD Scurce] Re: DEPARTMENT OF THE NAVY STANDARD FORM (SF) 311, AGENCY SECURITY
CLASSIFICATION MANAGEMENT PROGRAM DATA REPORT

| was updating my spreadsheets with this years SF 311 numbers and | realized a discrepancy | had missed earlier. Part

F, block 29 states 32 appeals were received and block 30 states 0 were closed. However, block 31b states that 150
pages were declassified in part and block 33 states that it took an average of 14 days to resolve each appeal. If no
appeals were closed, then the remaining blocks (31 and 33) should all be 0. Can you please check on this and let me
know the correct numbers?

Thanks!

Peggy Ushman

Senior Program Analyst

Information Security Oversight Office
202-357-6866
peggy.ushman@nara.gov

pegg <mailto:peagy nan@af.pentagon.smil.mil> y.s.ushman.civ@mail.smil.mil pushman@nara. -

ﬁmai[to:pu};:l!r:|.'_1|’u.;4 ara.csp.ic.gov> id.ic.qgov
On Tue, Nov 15, 2016 at 3:39 PM, Macey, Christopher J DUSN (P), Security <christopher | mar ev@navy.mil> wrote:
Ma'am,

Per the requirements, as outlined in the Acting Director, Information Security Oversight Office memo of 15 July
2016, the attached report is submitted.

R

Mr. Christopher Macey, SFPC, SAPPC. SPIPC, ISOC
Security Specialist

DON Information Security Branch

DUSN (Policy), Security Directorate

COMM: (703) 601-0558 <tel:%28703%29%20601-0558>

FAX: (703) 5010616 <tel:%28703%29%20601-0616>

NIPR: christopher.j. macey@navy.mil

SIPR: christopher.macey@navy.smil.mil <mailto:christopher. macey@navy.smil. mil>

https://mail.gcogle.com/mail/wCf?ui=2& k=b7a951d5fc&view=pl&search=inbox&th= 1562215211197 78b&siml=1592215a1119778b
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THE DEPUTY UNDER SECRETARY OF THE NAVY
WASHINGTDN 00 203501500

MEMORANDUM FOR DIRECTOR, INFORMATION SECURITY OVERSIGHT
OFFICE

SUBJECT: Department of the Navy Security Classification Program Data Report
(SF 311) for Fiscal Year 2017

The Department of the Navy completed the annual Security Classification
Program Data Report using the Standard Form 311. Significant variations noted this
[iscal year in comparison to fiscal year 2016 are explained in the-attached form.

Questions regarding this report inay be addressed to Mr. Christopher Macey, (703)
601-0558 or ch’ristophf:r.j.ma_c:zafy@,navy;'11'11:1,;i

) 1 L
SV R B S
? ;_.'!/[i ""‘“w..m.,wmw;_w IIIIIIIIIIII N
Jodi G}fécnc
Attachment: i
As stated
ce:

OUSI(I}



AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA.
[Submrsswns st be unelassified and reactrthe Information, Secunty Oversighit Office(1S00) no later than Noveniber 15 foltowing the separting period.)

). Enter the Fiseal Year that thiis report covers: ' TI 617

| 2. Wentify:the Depuirfinent, Indcpendent, Ageney, or | 2. np o T artment of the Navy
1 Establishment that i caverod by this report. Navy: Departmen Havy

3, Eater the-name-and title of the Seritor Agency | A - _ ' N ———
Official (as defincd in E;O. 13526, scotion 5.4(d}) Jodi Greene, Deputy-Under Secretary, of the Navy-(Policy) (DUSN ().

responsiblé for this report.

4: Paint-of-coniact rcspu;rsil__;?i:_'-.fgi_r-a’psmriﬂg:queétions about thiszeport:

“da. Naine;- : 49‘Chﬁstqp'her Macey
&b, Tifle:

4b.g ecurity Specialist

-4e. Emniladdess: 4-6‘-ch'ris! (-)I-}h erjma CBY@ n 3\‘7)!.' il

| 4d, Phopenumber:. _lid:(“?o-':_'}-) 601-055%

3. Enterthe number of agency: oﬁ' eials: “hose Iughcst le.w:l of originuk cla551!‘ calon- n.uthority 15 TOP SECRET. 5 T

6. Enter the number of agency officials whasg._hi_ghcst'_lewl“aﬁo‘r‘i_gin_:d classiﬁca'tion iauthqrity i§ SECRET.. 6. 17

- 7. Enter tha;numhe_r_of-agenc'y_.oifﬁﬁ?éis-who‘sé highest level of origingl classifieation anthority is CONFIDENTIAL. 7

‘& Total:nsmber of afficials with original classification: mithority. (Sum of blodks 5, 6, and 7) 8. 56

‘9, Enter the-numbst of nngm.ﬂ TOP SECRET classi fiention dec1smns made-during the- n:porhng ]Jc:rmcl with 9. )

-decussification dnstructions ol 10 years of leds. _ A . )
190.. Enter the sumber.of nngmal TOP-SECRET cléssification decisions mads during the reportinp period with 1. 0
deeldssifieation instructions: Tanging feoin ovor 10 yeurs 16 25 vears, .

- 11. Totsl rumber of TOP SECRET original clussification decisions. (Sum of blacks:$ and 10) 1. 0

- 12, Enter the number of orlgmal SECRLT cIass;!';.almn decismns m.tdc durmg the: reportmg period with. 1z, 31|
declassification Instrictians of 16 yenars-or less. i
13. Briter the number.of oviginal SECRET classification déoistons mude durmg the rcportmg permd mth 13. :

: 225

declassification instructions ranging from dver 10 years to 25 yentu.. _ _ T
14.. Total numberof SECRET original classification declsions, ‘(Surm 0Fblocks 12:arid 13 14 256
15. Enter the nuniber of engmal ‘CONETDENTIAL classificntion detisions made during the: reporung periad with | 1S, 4
:_declassification instructions of 10.years pr Jess. : . .

‘16, Guoterthe number. ofongnml CON[t[DENTIAL clagsification decidions made durmg the. wFeporiing pedfodwith | 16, 38
dcn}sssli‘ eation instructions fanging froin over 10 vears tb 25 years, — . '
17. Tatal number of CONFIDENTIAL griginsl ¢lassitization decisions. (Sum of bloeks 15 and 16) 17 42
18:.Total number of ofigitial classification décigions. (Sunvalblocks 11; 14, and17) 15. ‘998

MATIONAL ARCHIVES AND RECORDS ADMINISTRATION  AUTHORIZED FOR LOCALREPRODUCTION  STANDARD EORMA11(REV.03:16)
o ' o . Prev:ous edition s unusable Prescribed by NARAIISGO
32CFR2001 KO 13526




Nivy: Department of the Navy:

1% - Eriter the number- of denvatne I‘Ol’ SLCRET c}asslﬁcnlton decisions madc dunng thc repurtmg permd 1-'9.-. 3,691
20. Enier ihe RUmMbEY of derivativé SEGRET classification derisions made duiing the. repomng perind. 20, 83,908
21, “Enter thenumber of derivative CO‘JFJDEP\T[AL elassification dnc:smns made durmg the reportmg permd 21, . 4 4;105\
21, Tétal riilmb.'er'oftferival_i\rc-claési_ﬁéﬁﬁbn decisinns, (Sum of blocks 19,20, and 2:1-} 22. 132,324 ._

referred to your agency froim ariother a ency}: _

pol : : SYOURAFCRCY ST
23. Enterthe ul.lmber ofREQ LESTS. re::ewed durmg the repomng pendd 23 768
24, Enter tho number ol REQUESTS cloded during the reportig-pariod. '?;_;;__ 689
25, Of the I.riEQUESIS.-_l.:_nf'ergd- in (’O-h.IO,_Ck 24, cuter the nimber-of pages that were:- 125,
& Déclassified in full “2Sa. 7580
b. Declassified iu part. ED o158
‘. Deuied declassification: c. 5,464
d. -Taﬁ! 'nﬁﬁitjw'{_’),Eljequqste'd;pa'ges;qt_h:d ofi.(Sum of blocks s, b, &nd ¢ 254 19,232
"26_'... Eiter the iumbér of REQUESTS that have been uncesalved for oyer one.year. 26. 800
27, Buferthe &}’ERA'GENUI\’IBER.OF "DAYS tor resolve each kquést. 77 371
28. ‘Enter the number o FREFERRED REQUESTb re.cenrcd during the reporting; permd (Number of requests 3.-2‘8.. 214

29. Enter Ihe number UFAPPEALS recem:d during the rcportzug perlﬂd

10 Your agency. ﬁ-om another ageney)

9. ¢

30. Entér e number of APPEALS closed. during the réporting period, 30. n:

:31. Ofthe APPEALS enteruil rto block 30, enter the number of pijes that were: 3T

-a: Declassified in fuli, 3Ma. i
“b; Bedlussified in part. 31ib, o
-ﬁ_.._:De_nied.decli_i_ssi__ﬁcali{')n.. e, 1'
-d..'i'dta[\numhcr'ofappt?a'léd Jpages acted on. ' (Suin_cﬂ'bIOEk's-a, b, &nd ©) " 314 2
.32, Enter thé number of APPEALS 1ligh have br:cn varesolved for ovérone year. 32 4
33, ‘Banter the AVERAGE NLMBER OF. DAYS to resolve each app:a] 33. [
34 Enter the numbet of REFERRED APPEALS yecetved durmg the mport:ng period. (Numbﬂr of’ appcals mferrecl 34.. 0

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION  AUTHORIZED FOR LOCAL:REPRODUCTION'  STANDARD FORM 311 {REV D316}
' o [Preseribed by NARAZISOO
3TEFR 2001 O 13526,
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Navy:. Dep artrment of the Navy

HAL

. ?gs ;!Iéntcr thc number of pages-REVIEWED thnt werc._subject It ﬂutumahc declamfeatwn under sectmn 33 of E. O ' '35; 41 '\720;7.-0&.__
36. Esiter the number f pages DECLA.SSIFH:.D nndcr automatic dunlass:f cation. 36. __’24:,-_662,-629. .

' ]337[.) th;l;; ;tslia number of pages REVIEWED that-we’rc:s‘ubjccf}tq _s‘ys‘fc‘in;itia:_-_dgclas‘s.‘iﬁcaiio‘h utider section 3,4-of 37, 0
38. Enler Ih:: nuenlier bf pages. DECLASSIFIED unﬂcrsystcmattc declassift catmu | 38; 0
3];90 E]r;‘tg; ;he numbcr of pages: REVIE“ ED that were-subjject to- :Iﬁc:'ctmmry dccfass:ﬁcatwn under seetion 3.1 of 39 4 :
40, Enterthe number of pages DECGLASSIFIED. under discretisnary declassification. {40, n .

41, Eniér Ihe number of CHALLENGDS processed by your agencyto the c]assﬁ' eation of information. believed to be 41, 8
1 improperly classified.or unclassified. (E.0. 13526, section 1.8) . _ .

42. Eptér thenumbier of CHALLENGES where the glissification statig.was fitlly éf_firmeﬁ-.. 42, 7

43, Enter thie nuniber of CHALLENGES whers the-classification statiis was overturried in whole.orin part, 1. 1

Orgenization’s ‘classified dissersizated analytic prodm:: (s dafined in ICD 206 Sasircinig Requirenients for Dissemmmad.drm{vtm FProdudt)
originglly marked ORCON.

A4..

balow,

44. Enfer PERCENTACGE of” your. urgunlzatmn $ clagyifi ed disseniinaied analytic pmducts ongma]ly marked 0.00%
ORCON. R
45. Enter TOTAL'NUY[BLR. efyouf orzanization”s elassified dlssemmated analytic-products origingtly marked 45, 0
ORCON, _ y .
46, Enter the NUMBER OF REQUESTS gpp_rpqu ‘for expanded-disssmination-of ORCON'ip: FulL. 46. B
47; Enter the NUMBER DF”REQ{YESTS“aﬁprbved [ox-éxpanded.gissemination of ORCON in pari. Provide 187 ' o
explanahon {orpartiat denidl in pari I helow. o
48 Briter {he number o FORCON expai:ded. d:s,se;mmauon requests DENIED. mede t:xplanaﬁon For dcmal m part] .48, 0

;eriginally marked DRCON-USGOY.

OrganiZation's.classified disseiriiated analytic preduct (ds, defi ncd in ICD 206 Smrcmg Reqmremenfs - for D:uemmaredAfmiytic Producty

QRCEON-USGOV contiol marking? 1f yes, provide expianatmn in Pm 3 bc]ow;

49, Enter PERCENTAGE of your ergantzntion’s analytic:products originally marked ORCON-USGOV. 49, 0.00%
50. Enter TOTAL NUMBER ofyour drganization’s analytic producis ariginally marked ORCON-USGOV. 50, 0
51. Provide TOTAL NUMBER of reporis-of potential misapplication ol the, ORCON marking, Provide backgroond 51, ol
inforimation or each ocourrenice in Fart.J belotv,
5%, Flas; your. orgamzatlon been NEGA’I‘IVELY IMI‘ACTED by information being nwrkcd with ORCON or .52, Nﬁ
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Navy: Department of the Navy

U.se ihrs space me jaborate on cmy section efthis, fomz .Ef more space 15 needed, provide as an sitackiment i s Form, Provide: explanations for
any slgmf cant changes in frands/mmbers - fronritie previolis vear srepart. :

|PartB - Blouks 5-7: The rivmbers of Ongmal Classification. Auihcntles (OCAJ i5 based on actual approved Department: ofthe Navy
(DON).QCA4s.

Part €~ Block 16t Thé nuniber-of original confidential classification decisions made during the reporting peripd with
déeclassification mstructmns ranging from over 10 years to 2§ yenrsiincreased, by 123%:for this FY.. DON QCAS coritinue fo review
‘and update Security Classification Guides..

' Part I'— Block 22; The tota] number of derivative classification decisions increased by 93%. “The command-directed two-week
: permds uged in repoting and the nuraber:of ¢conimend personngt sampled will prcducc ycar[y-vanad results:

Part F

Block 23: The numbes- of Mandatery. Classification Review (\{])R) requésts received this FY increased from 561 to 768; or +37%.
This is based on actual requests received by the DON, which is subject to fluctuate yeatly.

Blogk 24: The number of MDR requests closed during the réporting petiod ifcreased from 198 t6-682;.0r +244%. This s the actual
number of requests closéd during the reporting period. .

‘Block 26: The number of: requests seceived by tlie DON thithave been untésalved for overone year incteased from. 1.63:10 625, or
1+283%: Theincrease ini cases that were unresolved for’ overoneyeat. is due in Targe part to-one large request. recewed dnnng
September 2016 for 10 Hollinger boxes of doguments {equaling $00 cases'(otal). Although outside the traditiondl MDR requést
‘bounds, DRMD KMDR program agieed 1o proeess: ’the request in a segritented fashion rither than dedy the request outr:ght The
pmces.s of réviewing this volumé of material in the manner for which it.was reviewéd directly led fo- a pumber of the cases being’

| open forfongér than one year. However, whlle there wore:800 cases open for one year as of 31 July, as:0£30; September 2017, 175
of these cases were.closed,.

Block 28: The number of referred requissts.received durmg thereporting period decreased fromy 404 to 214, or - “47%. This isthe otal]
number ofrequests submitted to, ather government agencies and libraries, and referred to the DON..

- Part F— Far Block 29, there was a decrease-over last FY From 32 fo 6, or-81%. Although the number of days 1o resolve an appeal
{Blotk 33y dropped by 64%, or § days, over last FY (I4 deys), 4 cases (Blouk 32) have- exceeci the ane-year nme-lme thig
represents an approXimate 400%. increaseover last FY (0%),

PartG - Blocks 35.and: 56: This FY saw:fhe DON review 41, 72!) 708 pagesof. aiassnf ed text (2.22% decrease over last FY) with
124,662,629 pages (Block 36)-being declass:ﬁed under abtomatic declassification; an increase of 55% over lastFY. -Although Block
35, re\rlews were lfess this:year, the number of those pages reviewed and declassified- Tepreseits 59%of the total pages: rewewcd Faor
J1ast FY, the DON feviewsd 53,323.276. p&gés ‘of elassified text anly dcclassrﬁ,rmg 15, 912 348 pages, or30%; for PY 17, this
‘represents 829% fucrease in declassifi ed material no longer requiring coqtly technical, , physical, and of personnel.contro] feasures.

Part H —Blocks 41 thin43: The DON-saw:a 100% increase ju the number of classification chailenges {o-classified or unclassified
informatidn (Biock 41). Of these; 87. 5% were fully affirmed (Block 42) while 12.5% (Block 43) were overturned in wholc orin

| part. Fhis-s the first year, for the period. 2010 thraugh 2017, where the number of cases fully.affirmed (Block: 42) exceeds those
overturned in whole:or in pait(Block 43). This suggests the DON is doing better job at ‘properly classifyifig or applyirig Freedom of
Infotimation Action exemptions than it has dohe-in previous yeais,

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION.  AUTHORIZED.FOR LOCAL REFRODUCTION  "STANDARD.FORM 311 (REY (316}
Previous editipn isunusable- Prescribed by NARAASOD
' 32CHR 2001 B 13528




) SF-311
FY 2016-2017:Most Notzble Changes

The most notable chariges in the data reported this fiscal year in comparison to TY 2016
are as follows: |

»  Original Classification Decisions, Part C, Block 167 The number of driginal
confidential classification decisions made during the reporting period with
declassification instructions fanging from over 10 yeats to 25°years incréased by
123% for this FY. DON OCAs continueé to review and update Security Classification
Guides.ensuring continued compliance with the E.O. 13526

s Derivative Classification Decisions, Part D, Block 22: The total number of
derivative classification decisions increased by 93%. The command-directed two-
week periods used in reporting and the tumber of ‘command personnel sampled will
producé.yearly-varied results. Note: The mumbers reported will fluctuate from vear to
year for varying reasons, such as operational demands gceurring in the fleet; the
nuinber of DON major commands providing data; and whether they collected data
from subordinate cominands, colririand resources to conduct and colleet the data,and
primary focus on mission essetial tasks, etc.

e Mandatory Declassification Réwfiety-jl?teqnes_ts_; Part E, Block 23: The number of
Mandatory Classification Review (MDR) requests received this FY increased from
561 t0 768, or+37%. This is based on actial requests received by the DON, which is,
subject to: fluctuate yearly:

* Mandatory Declassification Review Kequests, Part E, Block 24: The nitmber of
MDR requests closed during the reporting period incieased from 198 to 682, or
+244%. This is the actual huraber ofrequests elosed during the reporting period.

* Mandatory Declassification Review Requests, Part E, Block 26: The number of
requests teceived by the DON that have been unresolved for over one year iricreased
from 163 t0 625, or +283%. The increase in cases that were unresolved for over-one
year is due.in large part to one large request received during September 2016 for 10
Hollinger boxes of docutments {equaling 800 cases total). Although ouiside the.
{raditional MDR régnest bounds, DRMD MDR program -agreed to process the request
in 4 segmerited fashion rathier than deny the request outright. The process of’
reviewing this volume of material in the manner. for which it was feviewed directly
led to a number of the cases being open for lotiger than one year. However, while
there were 800 cases open for one year as.of 31 July, as of 30 September 2017, 175 of
these cases were closed..



© Mandatory Declassification Review Redquests, Part E, Block 28: The nuinber-of
referred requests received during the repotting period decreased. from 404 to-214, or -
47%. This s the total number of requests submitied to. other government agencies
and libraries, and reférred to the DON, " '

s Mandatory Deciassiﬁ"qati'on Review Appeals, PartF, Block 29: There was a
decrease over last FY from 32 to 6, or-81%, Although the numiber of days.to resolve
an appeal (Block 33) dropped by 64%, or 5 days, over last FY (14 days), 4 cases
(Block 32) have exceed the one-year time-line — this represents an approximate 400%
increase over last FY (0%).

» Automatic, Systematic, and Discretionary Declassification Reviews, Part G,
Blocks 35 and 36: This FY saw the DON review 4 1,720,708 pages of classified text.
(222% dectease-over last TY) with 24,662,629 pages (Block 36) being declassified
under antomatic declassification, 4n inctease of 55% over lasi FY. Although Block
35 reviews were lessthis year, the number of those pages reviewed and. declassified
represents 39% of'the total pages feviewed. For last FY, the DON reviewed
53,323,276 pages of classified text-only declassifying 15,912,348 pages, or 30%; for
FY 17, this represents a 29% increase in declassified materialno longer requiring
costly techmical, physical, arid or petsonnel control measures.

o Intern:il Agency Oversight, Part H, Blocks 41 thrit 43: The DON saw a 160%
increase in'the number of classification challenges (o classified or unclassified
information (Block 41), Of these, 87.5% were fully affirmed (Block 42) while 12.5%
(Block 43) were overturned in-whole or in gatt, This is the first year, for the period
2010 through 2017, where the number of cases fully affirmed (Block 42) exceeds
those overtwned inwhole or in part (Block 43).. This suggests the DON'is doing
better job at propetly classifying or applying Freedom of Information Action
exemptions than it hias done in previous years.
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